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Introduction

The value of data lies in their use. Full and open
access to scientific data should be adopted as
the international norm for the exchange of sci-
entific data derived from publicly funded re-
search.*

In our current ‘information economy,” knowledge
is a source of competitive advantage. Researchers,
research institutions and the general public de-
pend on the wide dissemination of innovative
ideas. Depending on the novelty of this idea and
the reputation of the source of circulation, this
knowledge will be picked up and in turn accelerate
further scientific discoveries. When these scien-
tific discoveries are then taken up by the industry,
boundless opportunities exist for further research
and the development of new applications and
products. Ultimately, the wide dissemination will

not only accelerate economic growth but it will
also spur our understanding of society.

Unfortunately, despite the current cascade of
modern research data and new emerging inter-
net-infrastructures, in most cases the ability to ac-
cess, use and re-use this data is lagging. In this re-
spect, our global science system stands at a critical
juncture.

There are a vast number of scientists and pol-
icy-makers who already grasp the importance of
this data-driven research and the importance of
open data, particularly regarding scientific data.
Initiatives in the policy field include the OECD
principles and guidelines for access to research
data’ and the European Commission's most re-
cent public consultation on Open Research Data.’
As the Commission observed in its Communication
of 2004:*° “Open access constitutes a key tool to
foster collaborative exchanges of ideas and people
in a way that catalyses science and innovation.” To
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optimise this system is to catalyse economic
growth.

Despite these efforts, it seems that many
stakeholders have not yet caught up with the
rapidly changing research environment. To date,
access to raw scientific data underpinning many
scientific papers is restricted or not made availa-
ble at all. This tendency towards ‘closed’ scientific
data in order to maintain professional acclaim was
addressed during the 2013 stakeholder consulta-
tion mentioned above.? There it was argued that
to restrict access, use and re-use of this data op-
poses directly the rationale of many medical trial
patients, who donate data for the benefit of soci-
ety rather than for the use by a closed select few.
On the other hand, many medical trial patients
also fear for abuse of their medical records and
for their privacy. It was recently reported that in
the US from Washington to New York they are
putting privacy at risk by selling records that can
be used to link a person’s identity to medical con-
ditions using public information.® Another issue is
the ‘big science’ versus ‘small science’ gap.’ At the
core of knowledge advancement are still the small
groups and research endeavours of single re-
searchers while today’s focus is often on ‘big sci-
ence.” It is crucial that small science scholars are
also able to archive their data and enable other
researchers to build upon their knowledge.?

Currently, one of the main obstacles pertaining
to the organisation and dissemination of research
data under open access condition are the legal
barriers. Expanding the open data infrastructure
to ‘research data’ presents us with a broad range
of legal challenges quite distinct from those ema-
nating from the publication and dissemination of
scientific monographs or papers.

First, a serious challenge to the concept of
open research data is presented by concerns re-
garding personally identifiable information or
data. Regarding this issue, the open research data
infrastructure stands at a crux. On the one hand,
data anonymization is currently our most im-
portant safeguard in protecting the patients who
contribute to the research or trials. On the other
hand, it has been argued that the greater and
more in-depth the access to the data, the higher
the utility of this data and, consequently, higher
the chances of spurring scientific progress.9 Pro-
tecting the privacy of patients thus comes at a sci-
entific cost. Hence, in an open access regime, the
core challenge will be not to overstretch the data
protection rules while at the same time refraining
from unduly restricting the concept of personal
data. This is a difficult balance to strike, but one,
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which is pivotal to the development of an open
research data infrastructure.

Second, other daunting challenges arise from
the intellectual property management of open re-
search data. It needs to be ascertained whether
the research data would qualify for intellectual
property rights protection. In principle, neither EU
copyright law nor US copyright law extends copy-
right protection to facts per se. In general, it is re-
quired that the work distinctively be the product
of its author’s intellectual efforts.’® For instance,
as stated in Feist,"* the sine qua non of US copy-
right is originality. Another example is the German
legislation, where the work has to be a ‘personal
intellectual creation.”*> Where is the originality in
research facts? Moreover, should compilations of
research data be protected by an intellectual
property right, does this not conflict with the
whole rationale of open data?

Another challenge rises from the compilation
of different types of data. It is possible that some
data is protected under intellectual property
rights, for instance the database that holds the da-
tasets, and that other data is not protected at all.
To whom do the respective rights and obligations
of these data belong and on which data?

Finally, sharing research data on an open-ac-
cess basis also presents us with a number of ethi-
cal challenges. These issues include the unin-
tended secondary use, misappropriation and com-
mercialisation of research data, unequal distribu-
tion of scientific results and disproportionate im-
pacts on scientific freedom as well as other eco-
nomic, social and scientific costs.™

This paper will give the reader a ‘basic’ over-
view of some of the key legal challenges that were
encountered when setting up the OSL platform,
http://opensciencelink.org. This editorial consti-
tutes in no way a comprehensive overview pre-
senting clear-cut legal solutions."

Research Data

The first essential question that has to be tackled
when looking at the different EU policies, regula-
tions and initiatives concerning the Open Access
sharing of research data is how to define ‘research
data.” On 2 July 2013, the European Commission
held a public consultation on open research data
in Brussels. This conference was attended by a va-
riety of stakeholders from the research commu-
nity, industry, funders, libraries, publishers, infra-
structure developers and others. One of the first
guestions on which the debate focused was: “How
can we define research data and what types of
data should be open?”
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This question was addressed by all groups of
contributors and the definitions that were given
varied accordingly. In general, researchers agreed
that research data constitute all data from an ex-
periment, study or measurement, including the
metadata and processing details. It was also
acknowledged by some that some data should be
restricted, such as sensitive data and commercial
data. A specific example constitutes that of ge-
nome sequencing. Both the European Public
Health Alliance (EPHA) and the International
Council for open Research and Open Education
(ICORE) supported this broad definition of re-
search data.

Given the fact that the OSL project focuses for
the most part on researchers as their target audi-
ence for the platform, we will use this definition
when talking about research data further in this
paper. In particular, we focused on biomedical re-
search data.

Data protection and privacy concerns

Despite a desire to see innovation and progress in
research, the public remains very concerned
about potential loss of privacy. How to use and
disseminate data taken from human subjects
during clinical or psychological research has long
been the focus of debates.”” Over the years we
learned that the confidentiality of personal data is
not paramount in all circumstances. Sometimes, it
may be appropriate and lawful to provide open
access to personal data. However, in all cases of
processing personal data the requirements of in-
ternational, European and national data protec-
tion laws must be met.

A number of approaches exist when it comes
to sharing scientific data. Traditionally, access to
personal data should be restricted with a pre-
sumption of non-disclosure. An example of this is
the classic doctor-patient relationship. This obvi-
ously constitutes a major impediment to data
sharing.

Another approach is the balancing of confiden-
tiality with socially useful sharing and disclosures
of data using generally accepted rules for doing
so. In this approach the subject of the research
data is usually involved in the data sharing deci-
sion via their consent. The consent should be an
explicit and informed one, so that the patient is
aware of the purpose of the research, identifica-
tion of the data controller(s), the duration of the
research project, and identification of the proces-
sor(s).

Currently, knowing that biomedical research is
being transformed substantially through the ap-
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plication of information technologies that allow
for data to be shared on an unprecedented scale,
it is believed that these approaches described
above do not keep in pace with the changes in our
research capability. In an era when information is
shared digitally at the global level, mechanisms of
informed consent remain static, paper-based and
organised around national boundaries and legal
frameworks.'® Therefore, researchers have devel-
oped an alternative approach: dynamic consent.
This is a bi-directional, ongoing, interactive pro-
cess between patients and researchers. The bene-
fit of this interface is that it enables individuals to
exercise their autonomy by giving informed con-
sent for new types of research in real time rather
than being asked to give a broad consent at the
beginning of the research process. The benefits
for the research process are that recruitment is
easier, less costly and more efficient; the legal and
ethical requirements of consent can be met with
ease; there is greater transparency and accounta-
bility in the research process and research findings
can be returned to research participants as part of
a personalised medicine approach. Dynamic con-
sent has the potential to enhance patient confi-
dence and enable long-term patient-researcher
collaborations in research.”’

Overall, choosing to release biomedical re-
search data containing personal data for open ac-
cess purposes, keeping into account article 7 and
8 of the EU Data Protection Directive, can despite
the above-described approaches still be a lengthy
and cumbersome process. Large research projects
that rely on the permission to obtain certain data
and the permission to publish this data will occupy
much of a researcher’s time, and it will take as
much time for the data to be released.'® When the
datasets also concern sensitive data such as medi-
cal records, it should even be considered whether
it is really appropriate and practicable to meet
data protection requirements and provide open
access to personal data."

Ultimately, the OSL platform choice for a
fourth approach: the anonymization of data, es-
pecially in the light of its open access purpose and
the scope of the platform, i.e. biomedical research
data. Anonymization of personal data will put the
data outside data protection regulations as the
data can thus no longer be linked to an individual
and therefore cannot be considered personal
data. All obligations stemming from data protec-
tion regulations, such as informed consent, are no
longer required in this situation.”

Many authors have argued that today how-
ever, in our “big data” era, anonymization is no
longer a solution nor is our individual notice and
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consent (the privacy statement).”! Anonymization
works in a world of “small data” but with big data,
re-identification is increasingly easy. Examples are
not too hard to find. AOL researchers released a
massive dataset of search queries, anonymized by
scrubbing user IDs and IP addresses. Later, Netflix
provided a huge database of movie recommenda-
tions available for study with the personal identi-
fiers removed. Despite scrubbing the identifiable
information from the data such as username and
IP address, computer scientists were able to iden-
tify individual users in both datasets.?” Ultimately,
it often comes down to a judgment call as to
whether the data is truly anonymized. Admittedly,
anonymization might not be fully risk-proof but as
long as our legislation is not up-to-speed with the
latest developments in our high-tech society, it
remains a good option if combined with a good
sense of judgment and expert advice.?

Intellectual property rights management

When we talk about biomedical research data, we
talk about bare ‘facts.’” This is a subject matter,
which is generally not protected by any intellec-
tual property legislation. However, a compilation
of data, which is a product of intellectual creation,
might be entitled to protection. It is the form that
will qualify for protection under certain circum-
stances; the content i.e. the ‘bare facts’ will still be
free. This is logical to a certain extent. Since re-
searchers and scholars do not have exclusive
rights to utilise the data that they discovered or
collected, they cannot monopolize ‘facts.’

The collection of research data can fall under
two levels of protection:

A. Intellectual property rights can attach to the
original expression of the facts in a particular
form via copyright.

B. Collections of scientific data can also be pro-
tectable under the European sui generis data-
base right if the maker of the database
showed a substantive investment.”

A. Copyright

To obtain copyright protection, an “intellectual
creation” is required. Copyright law will only pro-
tect an “original expression” or works that show
‘creativity’ or ‘originality.” Scientific publications
virtually always attract copyright protection under
copyright legislation. Writing a book or a scientific
article almost always involves personal creativity.
The individual research data however and the da-
tasets containing them prove to be more complex.
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A database which is defined in the legislation
as “a collection of independent works, data or
other materials which are arranged in a systematic
or methodical way and are individually accessible
by electronic or other means” can be protected by
copyright but only the database as such, not the
individual content.”

According to Article 3 of the Database Di-
rective, for a database to receive legal protection
it must be ‘original,’ i.e. the author’s ‘own intellec-
tual creation’ by reason of the selection or ar-
rangement of the contents.”® This level of ‘origi-
nality’ is the same as in Article 1 (3) of the Soft-
ware Directive and Article 6 of the Terms of Pro-
tection Directive.”’” This standard clearly consti-
tutes a typical European compromise criterion out
of the standards in the different Member States,
ranging from ‘skill and labour’ in the UK,*® through
the requirement of the ‘individual character and
the personal stamp of the author’ in France and
Belgium, to a demanding requirement of the ‘print
of the author’s personality that rises above aver-
age’ in Germany.” Considerable variety exists in
the national Courts’ approaches to the require-
ment of originality.*

Whether collections of biomedical scientific re-
search data such as the ones in OSL will meet the
criterion of ‘originality’ depends on the interpreta-
tion of the various national courts. Essential for
copyright to apply is that the databases show a
certain character or a certain creative or intellec-
tual effort by the author. A database selection or
arrangement which purely depends on technical
factors or imperatives of accuracy and exhaust-
iveness will not be protected by copyright. There
is no room for the author to exercise creativity or
originality in the choice, sequence and combina-
tion of data in the collection.*

The OSL database arrangement is effectively
based on the standard scientific practice, the da-
tabase will thus most likely fail to meet these
above described requirements of “intellectual
creation.” It is unlikely that the database will be
protected by copyright legislation. Therefore, the
sui generis database right will be the most im-
portant one for the OSL project and databases in
the field of research data in general. Nonetheless,
copyright legislation will still be of importance
when looking at e.g. the full text articles, papers
and tables within the OSL database.*

The following actions fall under copyright pro-
tection.®

e Reproduction: The right of the copyright
owner to prevent others from making copies of his
works without his authorization is the most basic
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right protected by copyright legislation. A repro-
duction can be temporary or permanent, partially
or the whole work, in analogue or digital form. Ex-
amples include the printing of the data, the copy-
ing of the data on your computer, on CDs, DVDs,
USB-sticks but it does not include the mere view-
ing of the data on the OSL platform.

e Distribution: In parallel with the right to re-
production, the copyright owner can grant users
the distribution of copies made with the copyright
owner’s consent. It is essential that the data be
given to users on ‘material storage media’ for the
right of distribution to come into play. The right of
distribution usually is terminated upon first sale or
transfer of ownership of a particular copy.

e Communication to the public: The concepts
of communication and public are to be inter-
preted in a broad manner, insomuch as public
communication can exist solely by making availa-
ble the work or service to an indeterminate num-
ber of potential users in such a way that they may
access it, even if they do not make use of that
possibility. Hence, the creation of a link that can
be clicked and that can redirect a user to a pro-
tected work or service constitutes an act of mak-
ing available to the internet public and, as such, an
act of communication to the public.**

e Adaptation: Adaptation is generally under-
stood as the modification of a work, for example,
as far as the OSL database would be copyright
protected, the authors of the database have the
right to authorise any adaptation of this database.
When it comes to the individual elements in that
database (in the case of raw data, this is unlikely,
supra), it will depend on national copyright legisla-
tion whether an adaptation is allowed or not.

B. Sui generis database protection

The sui generis database right does not, unlike
copyright, protect the ‘original’ result of an ‘intel-
lectual creation.” When developing the Database
Directive, the European authorities were aware
that the originality requirement would always re-
main a major impediment for the protection of a
lot of databases. Most databases take money,
time and effort to create and maintain, but in
most cases they do not require ‘originality.” The
database right is specifically intended for some-
one who invested substantially to recoup his in-
vestment by exploiting the database.®

It is with these non-original databases in mind
which entail ‘a substantial investment’ of money,
time and effort that the European authorities de-
veloped the sui generis database right. The sui
generis protects in fact ‘the sweat of the brow’ of
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the database producer, rather than its ‘originality.’
According to recital 7 of the Directive, the sui gen-
eris right was developed because “the making of
databases [requires] the investment of considera-
ble human, technical and financial resources while
such databases can be copied or accessed at a
fraction of the cost needed to design them inde-
pendently.”

The sui generis right works independently from
the copyright protection of the database itself as
well as the copyright of its content. A database
can at the same time enjoy the protection of cop-
yright as well as the sui generis right. In case the
content of the database enjoys copyright protec-
tion, then the database maker should ensure that
he has the authorisation of the copyright owners
to use these works for the purpose of the data-
base.

The criterion for databases to be eligible for sui
generis protection is the ‘substantial investment’
made by the database producer. The Directive
does not provide many indications as to when a
database involves a substantial investment. Ac-
cording to Article 7 of the Directive the database
must show a qualitatively and/or quantitatively
substantial investment in the obtaining, verifica-
tion or presentation of the contents. In practice,
most databases will probably result from a quanti-
tative investment, involving the deployment of fi-
nancial resources and/or the expanding of time,
effort and energy (recital 40 of the Directive).*

According to Vanhees, the development and
commercialization of a database demands a con-
siderable investment if: (1) data has to be col-
lected; (2) permission has to be obtained for their
storage and use in the database; (3) the collected
data has to be selected, processed and organized;
(4) instruments have to be made to find separate
elements of the database; and (5) the contents of
the database have to be verified and updated.’’

A database comprising biomedical research
data will not necessarily involve a substantial in-
vestment within the meaning of the European Da-
tabase Directive. In a number of landmark cases it
was decided that ‘obtaining’ excludes the costs in-
curred in the creation of new data (such as gener-
ating fixtures lists) from being considered relevant
to satisfy this requirement.*® The ECJ in fact dis-
counts any investment in collecting data that is
indivisibly linked to its creation.*® What can be
taken into account are the costs necessary for the
verification of the accuracy of the data and for the
presentation of such data to third party users.

Of course, when developing a research data-
base, considerable research was necessary to col-
lect the research data, but it is the database itself
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which requires the investment. For databases to
fall within the scope of the sui generis right, the
sole criterion will be whether a substantial in-
vestment was made in “obtaining, presenting and
verifying” the data.”® This means that collecting
and presenting the research data should not
merely be a by-product of the time and effort that
went into “creating” the data.*!

As far the OSL database is protected by sui
generis database rights, the following rights of the
right holder are exclusively protected:

e Extraction: The database right holder has
the exclusive right of retraction, which is defined
as “the permanent or temporary transfer of all or
a substantial part of the contents of a database to
another medium by any means or in any form.”
The right pertains to the downloading, copying,
printing, or any other reproduction in whatever
(permanent or temporary) form. Important to
note here is the fact that also ‘temporary’ trans-
fers are included under the exclusive rights of the
database-right-holder.

e Re-utilization: The database-right-holder
also has the exclusive right of ‘re-utilization.” This
is defined in Article 7 as “any form of making
available to the public all or a substantial part of
the contents of a database by the distribution of
copies, by renting, by on-line or other forms of
transmission.”*

C. Expected usages of the OSL platform

The OSL project essentially created an integrated
e-infrastructure, the OSL platform, where bio-
medical research data linked with the relevant
publications is published digitally and is openly ac-
cessible after registration by any user. As part of
this platform, OSL offers dataset publications in-
cluding an abstract, keywords and metadata. The
data file can both be a data repository in the web
(provided by a link) or provided as a table in excel
spreadsheet format or other software. The
metadata file will be a detailed machine-readable
file that provides a structured description of the
dataset, including key features of the experi-
mental samples and the techniques used to gen-
erate the data (e.g. organism, tissue source, tech-
nologies).

Copyright protection will be particularly rele-
vant for the scientific publications, articles and
probably also the abstracts. The respective data-
bases will usually be protected by the sui generis
database right.

Within the OSL platform, we expect a number
of specific usages by the registered users as well
as the data controllers:*
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e Access: When it comes to copyright
protectable data, the act of accessing could in-
fringe upon the right of reproduction, the right of
distribution as well as the right of communication
to the public (supra). A mere onscreen view is not
enough, however, printing or copying data in the
working memory of the computer could qualify as
an infringement on these exclusive rights of the
copyright-holder. When it comes to the sui generis
database right protected databases, the right-
holder needs to consent to opening up the data
on an open-access basis. This is especially relevant
for the copying of or making available databases/
datasets that belong to external third parties.

e Linking: The OSL platform will not only con-
tain uploaded datasets, metadata and publica-
tions, but in some cases it will also provide hyper-
links towards other scientific publications and se-
lected datasets. National courts are generally di-
vided as to whether hyperlinking constitutes a
communication to the public. However, on the
13" of February 2014, the European Court of Jus-
tice (ECJ) ruled the following: “[...] the provision on
a website of clickable links to works freely availa-
ble on another website does not constitute an ‘act
of communication to the public,” [...].” Basically,
the ECJ ruled that an ordinary “clickable” hyper-
link makes a work available to the public. How-
ever, if the link is to a publically available portion
of a website used by the rights holder to make
work available to the same public as the link, it is
not made available to a new public and the right is
not infringed.*

e Mining: Text and data mining activities may
infringe the rights owner’s copyright and/or data-
base right if done without prior authorisation.
There is a research exception contained in the Da-
tabase Directive as well as in the Information So-
ciety Directive but this exception has not been
implemented properly in all Member States which
creates substantial uncertainty within the Euro-
pean research community. This will also bring
about negative consequences for researches to
engage in mining activities on a cross-border ba-
sis.*

e Re-use: The main objective of the OSL plat-
form is to allow the scientific community to share
biomedical research datasets and publications in
order to enhance research results and stimulate
innovation. This means that researchers might
want to modify existing research datasets or add
their own research results to an existing dataset. If
the data could qualify as copyright protectable,
then the re-use could infringe upon the right of
reproduction, public communication as well as
upon the right of adaptation. First, the right of re-
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production will be infringed from the moment the
relevant datasets are merely loaded into the
working memory of a computer without the con-
sent of the right owner. Second, since the goal of
OSL is to publicly communicate biomedical re-
search data, OSL could infringe upon third party’s
copyright by making external copyright-protected
data available to the public. Third, the right of ad-
aptation could be infringed when users would
modify the datasets or publications. This is how-
ever not the aim of the OSL platform itself. The sui
generis database right will be infringed if a sub-
stantial part of the database or the database itself
is transferred or re-used. So, the data should not
be copied or made available publicly without con-
sent of the rights owner.*

Licensing framework

Research data is usually not protected by copy-
right legislation. However, the databases contain-
ing the data and datasets as well as the publica-
tions that are linked to this data will be protected
by the sui generis database right — if a sufficient
substantial investment has been made and the re-
spective copyright legislation treats that accord-
ingly.

After examining the different types of expected
usages of the OSL platform from registered users
and data curators, it became clear that a number
of these actions could potentially infringe intellec-
tual property legislations. This is for example the
case in the situation where users substantially
copy the OSL database or where OSL would link to
a database which is not yet publically available,
and without the rights owner’s consent. This is
also the case for most text and data mining activi-
ties even within the research community.

Allowing these activities to take place for re-
search purposes without infringing intellectual
property rights could be achieved in several ways.
The OpenAire project,” as well as the Expert
Group on text and data mining,*® already pre-
sented the European legislator with a number of
suggestions regarding legislative action, i.e. intro-
duction of a new and broader mandatory research
exception at a European level or through a revised
normative interpretation of the ‘reproduction’
right.

For the OSL platform to work and research da-
tasets to be uploaded without infringing intellec-
tual property legislations, the OSL platform de-
cided to use a well-known licensing agreement,
i.e. the Creative Commons 4.0 license.* Unlike its
predecessor, the Creative Commons 3.0 version,
CC 4.0 does include the sui generis database right
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in its scope. CC 4.0 also allows for a maximum of
legal interoperability with machines and above all,
it is a cross-border license which is well known all
over the world. The OSL consortium included the
database and all of its content in the CC 4.0 li-
cense in order to avoid intellectual property in-
fringements or any legal uncertainty about the use
and re-use of the research data. In order to pro-
mote and push for the open exchange of biomedi-
cal research data within the scientific community,
it is essential that projects like OSL have policies
that clarify the legal status of the data that is pub-
lished while allowing society to gain full benefit
from this data.>®
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